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BARGR—NEAMERS,
1) ##EFf% (Data Encapsulation Mechanism, DEM)

K & {0,1}128
Cm = EncREM(M)
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M ARGk

ZERZR—NEEMERS,
1) ##EFf% (Data Encapsulation Mechanism, DEM)

K & {0,1}1%8
Cy = EncREM(M)
2) ETFRSARIZEATTER (Key Encapsulation Mechanism, KEM)
N=PQ; P,Q« {0,1}10

Ck = EncKEM(K) := padding(K)¢ (mod N)
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M ARGk

ZERZR—NEEMERS,
1) ##EFf% (Data Encapsulation Mechanism, DEM)

K & {0,1}128
Cm = EncREM(M)

2) ETFRSARIZEATTER (Key Encapsulation Mechanism, KEM)

N =PQ; P,Q <« {0,1}!0
Ck = EncKEM(K) := padding(K)¢ (mod N)

3) Exf&

Alice (5% Bop
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BEL 28 AX

E—EEHRELLYFFSIFR, KshmiEiFEi1022tbds, BRIHE LS %EP, HEPTA
FRNEREB—UEESZERE, HIPARY. QUUAERREMGE~E.

0 s s +1021
BEALES: | — |-
P:
0 t t +1021
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Id. |1 2 3 4 5 6

s |[1010 15010 1011 9257 10021 54781
t | 3927 65927 8746 77971 92790 69593
e |31 17 131 253 9 89
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& Bz
Id. | 1 2 3 4 5 6
s | 1010 15010 1011 9257 10021 54781
t | 3927 65927 8746 77971 92790 69593
e |31 17 131 253 9 89
Xf st HEATHERF -
S1 S3 t1 t3 S4 S5 Sy Se tr te ta ts
1010 | 1011 | 3927 | 8746 | 9257 | 10021 | 15010 | 54781 | 65927 | 69593 | 77971 | 92790
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SRR Y

& Bz
Id. | 1 2 3 4 5 6
s | 1010 15010 1011 9257 10021 54781
t | 3927 65927 8746 77971 92790 69593
e |31 17 131 253 9 89
Xf st HEATHERF -
S1 S3 t1 t3 S4 S5 Sy Se tr te ta ts

1010 | 1011 | 3927 | 8746 | 9257 | 10021 | 15010 | 54781 | 65927 | 69593 | 77971 | 92790

HHEHPEENTF10248910:

5 —5 =

Sy —tz3 = 511

S5 —S4 = 764 .@,
s
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ZHEHE

BT ##5 E [HPS 14]:
Definition. For any number X, let
T(X) = (# of primes p satisfying 2 < p < X).
For example, m(10) = 4, since the primes hetween 2 and 10 are 2, 3, 5, and 7.
Theorem 3.21 (The Prime Number Theorem).

Cax)
Pl eI eiat

How many primes p satisty 21923 < p < 219247 The prime number theorem
gives us an answer:

# of 1024 bit primes = (21024) _ (21023) ~ ﬁ . 21023 o 9101353
0 it primes = 7 T R s ~ Togmom © _

So there should be lots of primes in this interval.
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RIEZ B EIR A B A 1024 T B P RELE P R R EL A

21013.53 21013‘53 1

(21024 _ 21023) /p = o022 < 35

BIEBE B ABORS LB — N FH (RIZHEID .
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EMX AT RERAEFHEE:

GCD(a, b) = g

MINIEEH b, MEAENRKLE T,
A ERERLEERE A,
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% %1_11_L/'|ﬂ' I&T_.L_T

EETHE— L LS TRRE, TR E(Gal12]4910.4.2%:

Let N = pg and suppose we are given an approximation p to p such that p = p + x¢
where |zg| < X. For example, suppose p is a 2x-bit prime and p is an integer that
has the same  most significant bits as p (so that [p — p| < 2%). Coppersmith used his
ideas to get an algorithm for finding p given N and p. Note that Coppersmith originally
used a bivariate polynomial method, but we present a simpler version following work of
Howgrave-Graham, Boneh, Durfee and others.

The polynomial F'(z) = (z+p) has a small solution modulo p. The problem is that we
don’t know p, but we do know a multiple of p (namely, N). The idea is to form a lattice
corresponding to polynomials that have a small root modulo p and to apply Coppersmith’s
method to find this root zg. Once we have zq then we compute p as ged(N, F(zq)).

Theorem 19.4.2. Let N = pq with p < q < 2p. Let 0 < e < 1/4, and suppose p € N is
such that |p—p| < \1/—N1/4 €. Then given N and p one can factor N in time polynomaial
in log(N) and I/e.

(8
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Pollard’s P-15 %
P—1 (8Q 1) TXEAFHIEBIKESTEN , LUTHIBE[HPS14]893.575:

Remark 3.29. How long does it take to compute the value of a™ mod N? The
fast exponentiation algorithm described in Sect. 1.3.2 gives a method for com-
puting a* mod N in at most 2 log, k steps, where each step is a multiplication
modulo N. Stirling’s formula® says that if n is large, then n! is approximately

equal to (n/e)". So we can compute a™ mod N in 2nlog, (n) steps. Thus it is
feasible to compute a™ mod N for reasonably large values of n.

Input. Integer N to be factored.

1. Set a =2 (or some other convenient value).
Loop 7 =2,3.4,... up to a specified bound.
3. Set a =@’ mod N.
4. Compute d = ged(a — 1, N)T.

5. If 1 < d < N then success, return d.
6. Increment j and loop again at Step 2.

T For added efficiency, choose an appropriate k& and
compute the ged in Step 4 only every kth iteration.

(8
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ZETFHARE

o His3 — s = 1011 — 1010 = 1, HEEZHEIBRFP AP KEEZEH[E];

Published at: https://tover.xyz 2023.04.23



ZETFHARE

o His3 — s = 1011 — 1010 = 1, HEEZHEIBRFP AP KEEZEH[E];
o BIZPL = P; (Q1 # Q3), NMATLUBIL AT AR BN FIN;:

Py = P3; = GCD(Ny, N3) = GCD(Py @1, P3Q3)
Q=N /Py
Q3 = N3/Ps
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ZETFHARE

o His3 — s = 1011 — 1010 = 1, HEEZHEIBRFP AP KEEZEH[E];
o BIZPL = P; (Q1 # Q3), NMATLUBIL AT AR BN FIN;:

Py = P3; = GCD(Ny, N3) = GCD(Py @1, P3Q3)

Q=N /Py

Q3 = N3/Ps

o SLMP, = P3pk3L, BITRSABRZEBIS padding(K;)Fpadding(K3).

%y
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T LR

o MEpadding(K;)Fpadding(Ks), SEIEFR A RIS KIEHEE:

15 Ks fused

—N—
padding(K) := 08| K||K]| ... ||K
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T LR

o MEpadding(K1)Fpadding(Ks), BEMEFESRH15MKIEHE:

15 Ks fused
/_/\ﬂ
padding(K) := 08| K||K|| ... || K
o AEBHFEHREILS:
15—-1

padding(K) := K - Z 128-i
i=0
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T LR

o MEpadding(K;)Fpadding(Ks), SEIEFR A RIS KIEHEE:

15 Ks fused
—N—
padding(K) := 08| K||K]| ... ||K
o AIER#FEARRIER:
15-1

padding(K) := K - Z 128-i
i=0

o AfEMIAT AR EMREHIpadding:

Ck = padding(K)®¢ (mod N)

15—1
unpady o(Ck) : = Ck - (Z 2128y —e
i=0
15—-1 15—-1
= Ke. ( 2128-i)e ( 2128~i)7e = K¢ (mod N)
5Ty s
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INIREIE BT

o BIRKS < N;, MK (mod Nj) = K&, BUSIRIER 28%;

Published at: https://tover.xyz 2023.04.23



INIREIE BT

o BRIZKT < N;, MKT (mod N;) = K, BUARIRIER Z2HE;
o LWRTAIBAI LA T ARIREK;:

K; = e\'/unpad,\,,.,ei(CK,.)

— e\'/K,-ei (mod N;) = W

-
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ININE R H T

o BRIZKT < N;, MKT (mod N;) = K, BUARIRIER Z2HE;
o LWRTAIBAI LA T ARIREK;:

Ki = e\'/lmIDadN,,e,»(CK,-)
= (ke (mod M) = {/KE
o EHHESF, & =9, HI
KS < 29128 92047 _

FRART A Eid 5 SR E Ks

-

(8
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INRERBE—T R

o HKT X N;, BKAIMAMBAK = Ky - Koy EFKATHERNET,
HKS < N;;
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INRERBE—T R

o BKS 2 N;, BKAIRAMBAK = K - K, EHKy AETHER/NET,
HKS < N;;
o WHAI@BE AT ARMEK LIREK;:

Kip = e\"/unpad,\,l.’ei(CK,.) K€

— ?/(K,- . K,‘Il)ef (mod N;) = W
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INRERBE—T R

o BKT Z N;, BK A DRAK = K- Koy B Ky ARTHER/NET,
E.KS < Ni;
o MERTAIEE AT ARAMEK LUREK: :
Ki» = e\"/UnPaO'N,-,e,-(CK,-) K
- ?/(Ki'KiIl)ei (mod Ni) = §/(Ki2)®
o HTETAIKFENIZEL, FTAKBERESHNEF;
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INRERBE—T R

o BKS 2 N;, BKAIRAMBAK = K - K, EHKy AETHER/NET,
HKS < N;;
o WHAI@BE AT ARMEK LIREK;:

Kis = §/unpadn, o (C) - Ki®
— i K (mod ) = /Ka

o T FEAIKFENLIEER, PTARMERZHNET;
o ZMX, HIE2PHINFEMNE LIRFHHNETFKy =477, FILAATH E
RFERE K.

s
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ZRTFESAMERE

o BT s — t; = 511 < 120, FRIIFR7E Qo P — 4 L A ELAS AT At
S

Published at: https://tover.xyz 2023.04.23



ZRTFESAMERE

o A Fs — t3 =511 < 1%, FRLABREQ;MtEE P, —F A LS LAY AT 52
S

o EMN “EREFHAKE FHEE, MZQ:FMPIEA—FLL LR, T
ATLAE A Qs IR ALEL s, L5 E(Gall2] T RIS Py

%y
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ZRTFESAMERE

o A Fs — t3 =511 < 1%, FRLABREQ;MtEE P, —F A LS LAY AT 52
S

o EMN “EREFHAKE FHEE, MZQ:FMPIEA—FLL LR, T
ATLAE A Qs IR ALEL s, L5 E(Gall2] T RIS Py

o RiTMEE, KINQ:HIK600LL4F A P, BIE600EL4 s, ERLARIFIA _Eik A5k
ﬁgﬂjpm #ﬁi‘iQ4 = %:%E"QM

%y
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ZRTFESAMERE

o BAFs, — t3 = 511 < 124, FRINTFEEE QuithHE P — 2 M LS AL SR AT Y
4

o EM “RHEFHABE” HEE, BRIKQMPEA—FLLEELSF, W
AT LUE A QIR ALELss, ZEE([Gall2] N BIE RIS Py

o ZiTHEE, KINQ:AIK600LL A P EIE600LL Y, FRLARI R Lk 753k
ﬁgﬂjpm #ﬁi‘iQ4 = %:%E"QM

o HGRIFRSABREBK,.

%y
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REH RIS

o AT AL AT BRI EIES, FIAERERRBR S MEAAITH
o —REN R A BE R TF2048LL 45 HING, BRI IR FIA 2 RT3 35
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REH RIS

o AT LA LA REBAR HitEe, FrIAS R IE A KBRS BEAHITI
T —IROIRSEGER T 2048LL 4589, BN ZR4FFR D BRI %;
o £23LI%, fEMPollard's P-1EAR]BRINS fENs, FERTZIHEXK;
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REYHRBE

o BT A LA e HRE, FRIASRFRAXBH S BEEHITH
. —IRORAENEER AT 2048t 4589Ns, BN ZIRAFTR D R X

o £y, {EMPollard's P-1EERI B IN T ENs, FERTLFEX;

o 8P — 1 (8(Qs — 1) HImAREF91010489929 < 2%,
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REYHRBE

o BT EAEMINRERAR EHEE, FTIAER A XBH S REEHITIR
. —IRORAENEER AT 2048t 4589Ns, BN ZIRAFTR D R X

o Z3LUG, {FMAPollard's P-1EER BRI BENs, FERTLHERX;

o 8P — 1 (8(Qs — 1) HImAREF91010489929 < 2%,
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REY SR E—NIE

Input. Integer N to be factored.

1. Set a =2 (or some other convenient value).

1) 2RMEBARNGCD; 2. Loop j=2.3.4.... up to a specified hound,
2) R FIETEIR R MGCDRIA R logATHR; P iy
)
)

4. Compute d = ged(a — 1, N)t.

3 1§FH GEs _jzga:CythonE’]gmprr‘_ 5. If 1 <d < N then success, return d.
4 -u-.—. \—-,.-,.- (GMP g s 1j|:1‘t) 6. Increment j and loop again at Step 2.

t For added efficiency, choose an appropriate &k and
compute the ged in Step 4 only every kth iteration.

%y
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ZETFHARE

# ’SageMath version 9.4, Release Date: 2021-08-22’
import libnum

1

2

3

4| # FHETHASLE

5 p1 = p3 = gcd(n1, n3)
6] ql nl // pl

71 93 =n3 // p3

8| assert pl != 1 and pl*ql == n1 and p3*g3 == n3

10| # RSAMES

11| d1 = el.inverse_mod((p1-1)*(g1-1))

12| d3 = e3.inverse_mod((p3-1)*(g3-1))

13| mipad = libnum.n2s(int(pow(cl, d1, n1)))
14| m3pad = libnum.n2s(int(pow(c3, d3, n3)))
15| m1 = mipad[-(128//8):]

16| m3 = m3pad[-(128//8):]

(8
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INIREIE BT

# ’SageMath version 9.4, Release Date: 2021-08-22’
import libnum

# Er Lk
padding = sum([2"(128*i) for i in range(15)1)
c5np = int(c5 * pow(padding.inverse_mod(n5), e5, n5) % n5)

# HEI T
m5 = c5np”(1/e5)

O 00 ~NO 1 WN -
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INRERBE—T R

1
2
3
4
5
6
7
8

9
10
11
12
13
14
15
16
17
18

# ’SageMath version 9.4, Release Date: 2021-08-22’
import libnum

# Er Lk
padding = sum([2"(128*i) for i in range(15)1)
c2np = c2 * pow(padding.inverse_mod(n2), €2, n2) % n2

# AK2 = a x b, #¥b (KT8
for b in range(2°8, 2°10):
b = Integer(b)
# %R0 E R 8RR AK2
c2a = int(c2np * pow(b.inverse_mod(n2), e2, n2) % n2)
m2a = c2a”(1/e2)
m2 = m2a*b
# A llK2 2 & IE#
if pow(m2, e2) % n2 == c2np:
print(’m2 = %s’ % hex(m2))
break

(8
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ZET SRS

1| # ’SageMath version 9.4, Release Date: 2021-08-22’
2| # Gal12By %

3| def solve(n, ph, pl=1, pbits=1024):

4 hbits = ph.nbits()

5 lbits = pl.nbits()

6 PR.<x> = PolynomialRing(Zmod(n))

7 f = ph * 2" (pbits-hbits) + x * 2"1lbits + pl

8 f = f.monic()

9 # beta < 1024 / 2048

10 roots = f.small_roots(X=2"(pbits-hbits-1bits), m=10, d=10, beta=0.49)
11 if roots:

12 pm = Integer(roots[0])
13 p = ph * 2" (pbits-hbits) + pm * 2"1lbits + pl
14 if n%p==0:
15 q=n//p
16 return p, q .@’
17 return None
s
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S EE s

1| # ’SageMath version 9.4, Release Date: 2021-08-22’
2

3| g3r = bin(q3)[3:-11 # HRQ3F L1 L4
4

5\ # HFQIMAL LA

6| for i in range(550, 1024):

7 ph = Integer(int(’1’+q3r[-i:1, 2))

8 res = solve(n4, ph) # i/ Gal1284 %5 %
9 if res == None: # M #4512

10 pass

11 else: # HKE R

12 p4, g4 = res

13 assert p4 *x g4 == n4

14 break

(8
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S EE s

# ’SageMath version 9.4, Release Date: 2021-08-22’
import libnum

# RSAMEZ

phi4 = (p4-1) * (q4-1)

d4 = e4.inverse_mod(phi4)

m4pad = libnum.n2s(int(pow(c4, d4, n4)))
m4 = mdpad[-(128//8):]

O 00 ~NO 1 WN -
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Pollard’s P-1 ¥

O ~NO 1A WN

el el el
~NOoO Ok W - OO

# Python 3.10.7

DONE = None
# Pollard’s P-1& %
def pollard(n, a=2, j=2, B=inf, 1fn=None, BIAS=100000):
global DONE
counter = j % BIAS - 1 # assert j > 1
while j < B:
counter += 1
if counter == BIAS:
if DONE != None:
break
counter = @
_thread.start_new_thread(check, (n, a, j, 1fn, ) )
a = powmod(a, j, n) # EEIZH
ja=
return DONE

(8
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Pollard’s P-1 ¥

1
2
3
4
5
6
7
8

9
10
11
12

13
14
15
16
17

# Python 3.10.7

def check(n, a, j, 1fn): # GCDH& Il & & 4k i, LK 3Tlog
global DONE
d = ged(a-1, n) # T HGCD
if d == n: # BIASH K&

DONE = False
return
if d > 1 and d < n: # & JGCD
DONE = d
log = "[Done] d = %d’ % d
else:

log = "[Debug - %s] j = %d\ta = %d\t d = %d’ %
(time.asctime(time.localtime(time.time())), j, a, d)
print(log)
if 1fn != None: # loghi &0t
with open(1lfn, ’a’) as 1f:
1f.write(log + ’\n’)
return

(8
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Pollard’s P-1 ¥

# ’SageMath version 9.4, Release Date: 2021-08-22’
import _thread

from math import inf

from gmpy2 import gcd, powmod

import time

# 7 fENG

p6 = pollard(n6) # %7K
9] g6 =n6 // pb

10| assert p6 * g6 == n6

11
12| # RSAHE S

13| import libnum

14| phi6 = (p6-1) * (g6-1)

15| d6 = e6.inverse_mod(phi6)

16| mépad = libnum.n2s(int(pow(c6, d6, n6)))
17| m6 = mépad[-(128//8):]

O ~NO 1A WN

(8

Published at: htt i 2023.04.23



1
2
3
4
5
6

0x56eebe53d69efebd4505540305375107
0xa35cach606a75034da5e08922dcocefd
= @x7cd11086cad330d2cbbe4fc7e59ee2e5
0x76114187a6afac7b315847ee4736d545
= 0x160360acc4078a0b5d46e3860255d30a
= @xa%ad7e791d2e9d7ee3c11330851f5897

CPU: Intel(R) Core(TM) i7-9750H CPU @ 2.60GHz
##E1-5: VirtualBox6.1.0 ubuntul8.04 SageMath9.4

##E6: Windows10 Python3.10.7

HiE | BRSERE | EFREiTRE | &F

1 O(log(N1)) 1.98s | NMi5 Ns[E#IHE

2 O(ka1log(e2)) 3.67s | knKH8EL4FL LRI /NETF

3 O(log(Ns)) 1.98s | M5 N;E#LE

4 O(log?(Na)) 4.40s

5 O(log(es)) 1.95s

6 O(Bslog(Bs)) 12h15m09s | BeAPs — 1 (8 Qs — 1) RARREFH LA
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=+
ElQn

neN=

o HiE1, I ERTFHEEGEEEENOIE, HPHIBIMBIEINERT
TE—H, FBEKBARKSHE; BIRSMBENREF—FULE
&, W8T Coppersmith B L 57 ;

o B2 MBIRSEEFER /N MEZIsHACIEm, HEh#iEsmBid B o iE
2, BIRABENE NEFRFARE;

o HIBEFEFRAIZEREFHIMRM, HTP —1 (3iQs — 1) ZEFII
i)y, BIAI{E B Pollard's P-1E ;X5 ##
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B I

St 3t LA [a) @46 H U IZ RSA R I RO I 8L -

1) FRAEMAMIBERER, URIES ISR HZIRER;
2) EREHRIMNEIER, EiNEe = 65537;

3) AR EMRRIERGE, BIGERREILE;

4) ERARI2p + INRERY, R AERSBEENE.
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